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Connected car — a shift in privacy?

= An increasing level of automation leads to high levels of safety and comfort in
driving [1]

= High automation levels rely on so-called vehicular ad-hoc networks [2]
= Data transfer between multiple entities like cars or infrastructure
= A growing number of sensors targeting the environment as well as the interior

= Advent of these means of vehicular ambient intelligence fosters new
functionalities [3]
= But: perception of our car as private which has been persisting so far might
change.
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Connected car — a shift in privacy?

= So far, cars represent safety, enjoyment and autonomy,
but also a private refuge [4]
= Privacy is an important decision criterion for modal choice

= However, in the connected car, a multitude of sensors might compromise the
driver’s private sphere within a car

= Multiple sensors to detect the driver's state [6] and the environment [5]

= How do drivers perceive the advent of connectivity within the car?
= Under which conditions do users accept connected vehicular services?
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Relevant privacy factors for adoption — a
literature review
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= Systematic literature review on privacy-related user studies within the field of the
connected vehicle

: Key words applied on Web of Knowledge database [7]: “privacy vehicle”,
“privacy car’, “connected car”, “connected privacy” and “connected vehicle”

= only user studies within the topic of privacy in the connected car

J) 11

Key word combination Hits (unselected) Identified paper
“privacy vehicle” 500 [9][19]
“privacy car” 89 [10] [11]
“connected car” 54 -
“connected privacy” 526 -
“connected vehicle user” 157 -

Additionally added (found
at IEEE Xp)l}ore) 4 ) [8]
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Relevant privacy factors for adoption — a
literature review

= Connected services used in reviewed studies:

= connected car (general), traffic safety measures like event data recorder, pay-as-you-
drive insurances

= Core messages from the reviewed studies:

awareness: most users are unaware of connected cars [8]

concerns: 69 % of users report data privacy concerns [g]

benefits: connected safety features are most popular with users [8, 10]
social context matters: driving alone vs. co-driver [10]

usage context matters: professional vs. private usage [9]

data type: users are sensitive to the kind of data being shared [9, 10]

data receiver: data sharing with third parties is declined [10, 11]

@ B <@ & @b § O

compensation: financial compensation is effective for low intrusiveness [11]
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Relevant privacy factors for adoption — a
literature review

= Previous user studies show that...
= privacy factors are relevant for usage adoption of connected services

= transparency in data consumption and data procession & monetary incentives
can compensate privacy concerns

= However, several questions remain...

= How relevant is privacy in comparison to safety, efficiency or convenience
benefits?

= Which data in connected cars is sensitive to users?
= To whom would users release their data?
= Under which circumstances are users prepared to disclose their data?
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= Online-survey on connected vehicular services
= 101 participants (33 women)
= mean age: 36.74 years
= 86 % of participants possessed an own car

1. Are the following data types personal to you? Please indicate your agreement.

strongly strongly
agree agree undecided disagree disagree

e

location data
fuel consumption

engine temperature
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A closer look — An user study on the
connected car

= Which data in connected cars is sensitive to users?
= sensitive: user preferences, location, physiological data, driving behavior related data
= uncritical: environmental data & operational characteristics

Userrating of the privacy level of data in the connected vehicle
= sensitive categories:

S
= user preferences I I
= |ocation l I I
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= physiological data
= driving behavior
related data
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= uncritical:
= environmental data

= operational
characteristics

Distance to lead vehicle
Contacts

Environ. temperature
Mean velocity

Music favorites

Heart rate

Air conditioning

Fuel

Mileage

Engine temperature
Tire pressure

Seat adjustment
Location

Fuel consumption
Service interval

N = 101; y-Scale: Average of perceived data sensitivity (1: very sensitive; 5: not sensitive at all)
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= To whom would users release their data?
= strong trust in safety and care providing parties (e.g. ambulance and police)
= general reluctance towards private market players (e.g. car manufactures)
= |east trust in providers of connected applications

Trustin data receiving parties

m

E e

[Sv] (&)

N=101; y-scale: Average trust in data receiving parties (1: very trustworthy; 5: not trustworthy at all)
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A closer look — An user study on the
connected car

= How relevant is privacy in comparison to safety, efficiency or convenience
benefits? Under which circumstances are users ready to disclose their data?

= Privacy decisions in the context of realistic scenarios
= e.g. intelligent traffic assistant during a holiday trip

8° <

= advanced real-time traffic information
., = automatic emergency call in case of a crash or breakdown
|

= automatic reservation of a hotel room at the destination
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= Users are ready to release their location data in exchange for safety and
efficiency benefits...

V = real-time traffic information (M = 1,73; SD = 1,06)
= automatic emergency call (M = 1,56; SD = 0,98)

= put are undecided in case of convenience benefits

-— = automatic reservation of a hotel room (M = 3,24; SD = 1,42)

= Are users ready to release their data for monetary benefits?
= pay-as-you-drive insurance: driving behavior vs. lower insurance rate (M = 3.43, SD = 1.53)
= car purchase: operational data vs. discount on sales price (M = 3.40, SD = 1.49)

— Participants are not ready to release neither their car’s operational
characteristics nor their driving profile for monetary incentives
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Conclusion

= There has been only few user studies on connected vehicular services
= most research has focused on a technical / IT perspective

= The connected car offers promising services such as safer driving

= However, the connectivity bears privacy risks to which users are at least partly
sensitive.

= Data type, identity of the data receiving party and purpose of data collection seem to be
the most influential privacy factors

= Manufactures and service providers can foster the adoption of connected vehicular
services by providing transparency in data collection and data processing
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Conclusion

Practical implications

Collect your data parsimoniously.

= data have become a new source of high economical value, but users view most data
as being sensitive.

Share it with as few as possible.

= The more parties are granted access to the collected data, the lower user acceptance
becomes.

Differentiate between private versus professional contexts

= Users tend to be more reluctant towards connected vehicular services in their private
car than in professionally used cars.

Communicate the extent and purpose of data collection transparently

= Transparency builds trust between consumers and firms [12] and thus is a powerful
tool to gain consumers.
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